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ADMINISTRATIVE LEGAL AND CRIMINALISTIC ASPECTS OF THE STRUGGLE
AGAINST THE SPREAD OF CORONAVIRUS INFECTION

Abstract. In order to prevent the rapid spread of
coronavirus infection and the damage it may cause, many
governments have been forced to introduce restrictive measures
that required changes and legislative amendments. These
changes allowed using not only administrative measures,
but penal sanctions as well. Also, during the epidemiological
investigations, the supervisory authorities were allowed to use
and apply forensic technology to track, collect and transmit
personal data and information on violators of the isolation
and social distancing.
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Anomauin. /{ns 3an06icannsn weUOKOMY NOUWUPEHHIO KO-
POHasipycHoOI inghexyii i wKkoou, sAKoi 6oHa modice 3a80amu,
Ypaou bazamvox Kpain Oyau 3mMyueni 3anposaoumu 00Medicy-
8ANLHI 3AX00U, WO BUMALANY 3MIH | BUNPABIEHb ) 3AKOH00A8-
cmei. L]i 3minu 0anu 3moey 3acmocogyeamu He MilbKu do-
MiHicmpamueHi 3axo0u, a il Kpuminanvhe noxkapants. Taxooic
nio yac 30iUCHenHs eni0emMiono2iuHo20 po3CIioy8ants opad-
Ham KOHmMponio 6y10 003601€HO BUKOPUCTNOBYS8AMU 1l 3ACMO-
COBY8AMU KPUMIHANICMUYHI MEXHON02I] Ol 8i0CMENCeHH S,
30UpanHs ma nepeoasanHs ocooucmux OaHux i iH@opmayii
PO NOPYUWHUKIG I301AYIUHO20 PedcumMy ma CoYianbHo20 Ou-

CMAaHYI08aHHS.
Kniwouosi cnosa: roponagipycna inghexyis, npagoei
Hopmu, ocobucmi OaHi, enioemionoziuHe po3CiiOy8aHHS,

KPUMIHATICMUYHA PO3BIOKA.

Annomauyus. /[ npedomspaujenus Oblcmpozo pacnpo-
cmpanenusi KOpoHAgUPYCHoU UH@eKyuu u 6pedd, KOmopblil
OHA MOdICEem HAHeCMU, NPAGUMETbCMEA MHO2UX CIPAH ObLIU
BbIHYIICOEHbI 68ECMU 02PAHUYUMENTbHbLE Mepbl, Mpedosasulie
UBMEHEeHUTl U NONPABOK K 3AKOHOOAMeNbCmay. dmu usmene-
HUA NO360J1UNTU UCNOIb306ANIb HE MOJIbKO a()MuHucmpamue—
Hble Mepbl, HO U y2onoenoe Hakazanue. Taxoice npu éedenuu
INUOEMUONIOZULECKO20 — PACCIE008AHUSL  KOHMPOTUPYIOUUM
opeanam OblLIO pa3peuteHo UCNONb308AMb U NPUMEHSMb KPU-
MUHAIUCMUYecKue mexHoiocuu ()Jlﬂ omcexNcuearu, c60pa
U nepeoauul TUYHbIX OAHHBIX U UHGOPMAYUU O HAPYUUMENSIX
UBONSAYUOHHO20 PENCUMA U COYUATLHO2O0 OUCHAHYUPOBAHUSL.

Kniwoueevie cnosa: xoponasupycuas ungexyus, npago-
6ble HOpMbl, JUYHblE ()aHHble, 37’[”08}\4”0]102”'{66‘](’06 paccie-
0o8aHUe, KPUMUHATUCTNIUYECKAS PA36EOKd.

The world is experiencing the COVID-19 pandemic,
unprecedented in modern history in terms of the number of
cases and social and economic impact. The pandemic has
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a significant impact on the economic development of countries
and the way of life of the population.

COVID-19 infection is caused by the SARS-COV-2 virus,
which is spread between humans, mainly in close contact of
an infected person with other people.

In an effort to prevent the rapid spread of coronavirus
infection, some countries have been forced to introduce
additional countermeasures. These measures may include
changes in certain legal regulations and the adoption of laws
that limit certain rights and freedoms of citizens, as well as
the use of technical and forensic methods of epidemiological
investigation to prevent the chain of viral shedding.

Changes in legal regulations include: restriction on citizen
travelling, entry and exit from the country, following the mask
requirements, prohibition of public events, self-isolation.

To prevent the spread of the virus through sick contacts,
epidemiological investigations are under way in many
countries, involving the collection, processing and releasing
the information about contacts with an infected person. In
most cases, information is collected with the help of electronic
tracking methods: phone geolocation, various applications,
tracking electronic means of payment, use of electronic
bracelets, security cameras for identity recognition.

This method of connecting scattered parts of information
to get a complete picture of repetitive crimes is known as
“forensic intelligence” and has been successfully used by police
units of some countries to deal with crime and terrorism [1].

One of the first countries to adopt amendments in its
legislation was Israel. According to them, temporary measures
were introduced to restrict certain liberties of citizens (closure
of borders, restrictions on visiting public places, closure of
public establishments, forced isolation of citizens, etc.),
violations of which are subject to administrative penalties
in the form of fines [2]. In exceptional cases, the violation
of isolation and the spread of dangerous infection shall be
criminalized in the form of imprisonment up to 7 years [3].

According to official Israeli police figures, as of February
2021, 633 thousand fines were issued for various violations of
the regime, including several cases brought to court, with the
population of the country 9 million people.

In addition, electronic tracking methods have been allowed
by the Government to monitor the spread of the virus, in particular
the geolocation of the phone to identify isolation violators and
contact with infected people. These methods were both voluntary,
in the form of installation applications on the phone, and forced
digital tracking, which was entrusted to the Internal Security
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Agency (Israel Security Agency-ISA). According to the decision
of the court and the Government, the personal data of people
should not have been preserved and used for purposes other than
to prevent the chain of the virus infection.

Such extraordinary measures, taken at the very beginning
of the spread of coronavirus infection, helped to significantly
reduce the rate of spread of the virus and interrupt its shedding
chain. European countries have also tightened measures
to combat the spread of coronavirus infection — states of
emergency were imposed in Italy, France, England, Spain,
Hungary, Slovakia, the Czech Republic and Serbia.

Recommendations have been adopted by the European
Union for the use of modern information collection
technologies to combat the virus. With mobile applications
that use anonymous mobility data, warnings have been sent
and contact with infected people was prevented to help limit
the spread of COVID-19 [4].

The Regulation on the Protection of Individuals with
regard to the processing of personal data and on the free
movement of such data is the General Data Protection
Regulation 2018 (GDPR).

In the Ukraine, some legislative acts have also been
amended. For violation of quarantine rules and not observance
of sanitary rules, administrative or criminal punishment is
provided in the form of a fine or imprisonment for a period of
6 months to 8 years [5].

As of January 2021, 76 thousand protocols were issued
in the Ukraine for violation of quarantine rules with a total
population of 43.6 million people. Also, the Ministry of
Healthcare of Ukraine was instructed to ensure the introduction
into industrial operation of the electronic integrated system
of watch of diseases in terms of accounting and registration
suspicious and confirmed cases of coronavirus inertia.

Australian authorities, to track, observe social distancing
in the context of the COVID-19 pandemic (coronavirus
infection), use the geolocation of the phone. To track the
movement and congestion of people in the cities of Sydney
and Melbourne data from transport applications and CCTV
cameras installed in cities are used [6]. The legal act of using
these measures is the law on biosafety [7].

Thus, it can be seen that in order to combat the spread of
coronavirus infection, to identify and to stop its distribution
chain, some countries in emergency situations have

adopted strict legal restrictions in the legislation. Advanced
technologies of criminalistic surveillance and gathering
information, which are commonly used to combat crime and
terrorism, have also been used to do so.

The effectiveness of such measures depends largely on
the openness of the State to its citizens, in explaining the need
to take appropriate measures, as well as the civil responsibility
of citizens.

It is important to note that the collection of personal
information should be conducted in strict accordance with the
law and legal acts of storing and using personal information
such as GDPR. Data obtained by “forensic intelligence”
should be used to interrupt the chain of infection and not in
any case — for actions unrelated to this task.
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