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Forensic evidence plays an essential role in cross-border proceedings, particularly in the context of international
cybercrime, where its reliability and mutual recognition become increasingly important. However, differences in
legal frameworks, forensic methodologies, and quality standards create challenges for the consistent evaluation
and use of such evidence across jurisdictions. The aim of this article is to examine the key challenges related to
the standardisation and reliability of forensic evidence in cross-border proceedings, with particular attention to
international cybercrime. The study is based on the analysis of legal frameworks and legal doctrine, applying an
analytical and systematic research approach.
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MpobnemHi acneKkTn KOPUCTYBaHHA CYA0BUMM AOKa3aMM
B TPAHCKOPAOHHUX NPOBAAXKEHHAX: CTaHAAPTU3ALIA
Ta HaAiMHICTb Yy MiXKHApPOAHUX CripaBaX Npo Kibep3nounHu

Inra Kydelikina

Cy0osi OoKasu 8idi2parome 8ax1UBY POsb Y MPAHCKOPOOHHUX MPOo8AOHEeHHsX, 0cObAUBO 8 KOHMEKCMI MiX(Ha-
pOOHOI Kibep3nouyuHHocmi, 0e ixHi HadiliHicmb i 83aEMHe 8U3HAHHA HabysaromMb 0cobauso20 3HaYyeHHA. OOHAK
8iOMIHHOCMI 8 pasosux cucmemax, Memodosozisx cy0o80i eKcriepmusu ma cmaHOapmMax AKOCmMi cMaHos-
AAMb nepewKoody 0715 Mocni008HO20 OUiHIOBAHHSA MOOIGHUX O0KA3i8 | KOPUCMYBAHHA HUMU 8 PI3HUX HOPUCOUK-
uisax. Mema ujiel cmammi — po32aaHymu oCHo8Hi Mpobaemu, Noe’a3aHi 3i cmaHoapmu3auieto ma HadiliHicmio
cy0osuXx 00KA3i8 Yy MPAHCKOPOOHHUX MPOBAOIHEHHAX, 3 0COBAUBUM AKUEHMOM HA MiXHAPOOHIl Kibep3n04uH-
Hocmi. [loCniOxeHHA rpyHMyeMbCA HA aHANI3i HOPMAMUBHO-MPABOBO20 M0/ MA Mpasosoi OOKMPUHU i3 3a-
CMOCY8AHHAM aHAAIMUYHO20 U cucmemamu4yHo20 nidxo0die 00 00CiOHEHHS.

Kntovosi cnoea: kpumiHanicmu4yHi O0Ka3u,; ekcriepmHi 00Ka3u; mpaHcKopOoHHI cydosi npoyecu,; cmaHoapmu-
3ayis; HadiliHicme 0okasis; Kibep3104UHHICMb.

Introduction

Forensic expertise is an essential instrument
for the collection and evaluation of evidence
in modern legal systems, the importance of
which is particularly increasing in the context of
cross-border cooperation and digital crime [1;
2]. Expert opinions are increasingly used in cas-
es involving an international element, raising
issues related to their mutual recognition and
reliability [3].

The regulation of forensic expertise in
cross-border proceedings is multi-layered, com-
bining national legal frameworks and the in-
fluence of European Union law; however, this
system is not fully harmonised [4; 5]. Differenc-
es in approaches to conducting forensic exami-
nations, methodologies, and quality assurance
create challenges for the consistent evaluation
of evidence.
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The aim of this article is to examine the key
challenges related to the standardisation and
reliability of forensic evidence in cross-border
proceedings, with particular attention to digital
crime. The study is based on the analysis of legal
frameworks and legal doctrine, applying an ana-
lytical and systematic research approach [2; 6].

| The Multi-layered Regulation
of Forensic Expertise
in Cross-Border Proceedings

The regulation of forensic expertise in cross-bor-
der proceedings is multi-layered, combining
national legal frameworks and the influence of
European Union law. At the national level, the
status of experts, qualification requirements,
and the role of forensic expertise in the process
of proof are determined, whereas at the EU level
regulation is primarily manifested through the
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principle of mutual recognition and mechanisms
of judicial cooperation [1; 2].

However, this multi-layered system is not
fully harmonised. As noted by J. D. Jackson and
S. J. Summers, the use of cross-border evidence
is based on an assumption of mutual trust, which
in practice is not always sufficiently justified due
to differing regulatory approaches [3]. Conse-
quently, the regulation of forensic expertise op-
erates in a fragmented manner, creating the pre-
conditions for the challenges identified below.

Il Challenges of Standardisation
and Their Impact on Evidence Reliability

The most significant issue in cross-border pro-
ceedings concerns the challenges of standar-
disation in relation to the conduct of forensic
expertise and quality assurance. Although tech-
nical standards such as ISO/IEC 17025 are used
in international practice, their application is not
uniform and does not cover all types of forensic
examinations [4].

Scientific literature emphasises that the re-
liability of expert evidence is directly dependent
on the scientific validity and reproducibility of
the methodology applied [2]. Divergent metho-
dologies may lead to situations in which the
conclusions of an expert are questioned in ano-
ther jurisdiction, thereby affecting the admissi-
bility and evaluation of evidence.

Furthermore, inconsistent requirements
regarding expert qualifications and professional
oversight further complicate the application of
uniform quality criteria. As noted by E. D. Shel-
ton, insufficient control over expert competence
may result in erroneous conclusions, which di-
rectly affect the quality of judicial decisions [5].

Thus, the challenges of standardisation not
only hinder cross-border cooperation but also
affect the reliability of forensic expertise as
a form of evidence.

1l Challenges Posed by Digital Crime
for Forensic Evidence
in Cross-Border Proceedings

The development of digital crime significantly
intensifies the aforementioned challenges. The
collection, preservation, and analysis of digital
evidence require specific and standardised pro-
cedures; however, these procedures differ con-

m

siderably across jurisdictions [6]. Recent studies
emphasise that the development of digital fo-
rensics requires a flexible regulatory framework
capable of adapting to the challenges posed by
artificial intelligence and the increasing volume
of data, while ensuring the verifiability of digital
evidence and the fairness of proceedings [7].

As noted by E. Casey, even minor differences
in methods of digital data acquisition may affect
the authenticity and integrity of evidence [6]. This
creates risks not only for the admissibility of evi-
dence but also for mutual trust between law en-
forcement authorities. In the digital environment,
these challenges become particularly significant,
as evidence is often collected in one jurisdiction
and used in another. Therefore, the standardisa-
tion of procedures in this field becomes a crucial
prerequisite for effective international coopera-
tion and the guarantee of a fair trial.

Conclusion

The regulation of forensic expertise in cross-bor-
der proceedings is characterised by fragmenta-
tion, resulting from differing national approach-
es to expert qualifications, methodologies, and
quality assurance, as well as from incomplete
harmonisation at the level of European Union
law. This fragmentation affects the reliability of
expert opinions and creates difficulties in their
mutual recognition, as the methods and stan-
dards applied across jurisdictions are not uni-
formly comparable.

These challenges are particularly pro-
nounced in the context of digital crime, where
the collection and analysis of evidence rely on
technologically specific procedures, the applica-
tion of which varies significantly between coun-
tries. Consequently, the effective use of forensic
expertise in cross-border proceedings is closely
linked to the need for a more unified approach
to quality criteria and methodology, which would
enhance the reliability of evidence and facilitate
its use in international judicial cooperation.
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