Mam’aTi BUAATHOrO BYUEHOrO, AOKTOPA IOPUANYHUX HAYK, Npodecopa 19
Bnagucnaea ®egopeHka («PeaopeHKiBCbKi YUTAHHAY)

Challenges in the Judicial Expertise of Cultural Objects
in the Digital Age

Olga Cataraga

Doctor of Law, Director, Judicial Expert, National Center of Judicial Expertise, Kishinev,
Republic of Moldova, ORCID: https://orcid.org/0000-0003-4257-804,

e-mail: olga.cataraga@justice.gov.md

Petr Petkovich

Deputy Director, Judicial Expert, National Center of Judicial Expertise, Kishiney,
Republic of Moldova, ORCID: https://orcid.org/0009-0008-9316-8852,

e-mail: piotr.petcovici@justice.md

The authors, in this paper, present the aspect of the transformations of judicial truth and
forensics, as a support in obtaining it through the perspective of the digitalization of justice
in the modern era. These transformations are characteristic also in the case of forensic re-
search of cultural objects. Such objects, lately, are increasingly encountered as corpus delicti,
which require forensic studies on them, in order to provide the judicial body with a specia-
lized opinion. In the context presented, both the judiciary and judicial experts face challenges
related to the natural transformations that justice is undergoing in the digital age. However,
the mission of establishing scientific truth in cases, in fact, remains exclusively the responsi-
bility of forensics. Now, legal truth is recognized as a process of establishing the circumstan-
ces of a case based on evidence duly verified and evaluated within the framework of the law,
while forensics is the science and practice that uses scientific methods and technical means
to collect and examine evidence, which is subsequently used to establish this legal truth. Fo-
rensic science serves as a tool for achieving legal truth, collecting and analyzing factual data,
and legal truth is the result of the work of both forensics and other legal procedures. In the
context of global digitization, the implementation of information systems in judicial practice
in recent years has been considerable, making the transformation of judicial truth in all its
dimensions inevitable, and evidence obtained through criminalistics has taken on new cha-
racteristics and requires profound changes to the entire system of investigating it.
Keywords: judicial truth; criminalistics; digitization of justice; transformation; investigation
of digital evidence; theory of reflection; specific form of existence of matter.

MpobnemHi NnuTaHHA Cy[0BOI eKcnepTUsn

KyNbTypHUX 06’eKTiB Y uudpposy aoby

Oneea Kamapaeza, [Nlemp lNemkosu4

lpoaHaniz308aHO, AK MPAHCHOPMYHOMbCA MOHAMMA cy0080i icmuHu U cyd080i ekcriepmus3u,
0 MaKox Memoou 3’ACy8aHHA MAKOI icmuHU 8 KOHMeKcmi yugpoeisayii npasocydos 8 cy-
yacHy 006y. 3a3Ha4eHo, W0 NodibHi 3MiHU MAKOXC HEBIO’EMHO 06°A3aHI i3 Cy0o8oto eKcriep-
mu30to KynbmypHUx 06’ekmie. OCMaHHIM Yacom maki 06’ekmu ece yacmilwue 3ycmpiyarome-
€Ay cKknaodi 3n04uHie i nompebyrome nposedeHHs cy0080-eKcrepmHux 00CAiI0HEeHb 3 MEMOKD
HAOGHHA cy0o80OMYy Op2aHy BUCHOBKY eKkcrepma. Y makomy KOHmeKcmi AK cydosea enada,
mak i cy0osi ekcriepmu CMUKAomMbsCA 3 BUKAUKAMU, WO BUHUKAIOMb y 38°A3KY 3 Mpupoo-
HUMU MPaHCGhopmMayisamu, SKUX 3a3HAE npasocydos 8 yugposy 0ob6y. OOHAK micito 3i 3°scy-
BOHHA HAYKOBOI iCMUHU Yy Cripasax haKmu4yHO YisTKOM rOKAadeHo Ha cy0osy eKcriepmusy.
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CMaHOM Ha Cb0200HI FOPUOUYHY iICMUHY 8U3HAHO MPOUECOM 8U3HAYEHHA 06CMABUH Cripasu
Ha nidcmasi 00Ka3i8, HANEHHO 8epPUGIKOBAHUX MA OUIHEHUX Y MeMax 3aKOHOO0aecmaa,
modi AK cydosa eKcriepmu3a — Ue HAyKa i MPAKMUKGA, AKA 30CMOoCco8ye HayKosi memoodu
U mexHiyHi 3acobu 36UpaHHA Ma 0ocnidxceHHa 00Kasie 0719 moeo, wob 3’acysamu makxy
topuduyHy icmuHy. Cyooea eKkcriepmusa € iHcmpymeHmom 0115 8iOHaliOeHHS 1opuduYHOI ic-
MUHU, 36UPAHHA MA AHANI3YBAHHA PaKMUYHUX OaHUX. BOOHOYAC opUOUYHA iCMUHA € pe-
3ynbmamom, 3006ymum 3a 60rnomMo2oto cy0osoi ekcriepmu3su U iHWUX pUOUYHUX rpoue-
dyp. B ymosax 2n106an6HOI 4ugposizayii 0CMaHHix pokie yrnposaodiceHHs iHpopmayiliHux
cucmem y cydosy MPakmuky 3HAYHO MOCUAUAOCA, W0 pobumes mpaHcghopmayito cydosoi
icmuHu 8 ycix i suaeax HeMUHy40t0, d 00KA3U, OMPUMAHI 3080FKU 3ACMOCYBAHHIO KPUMIHQ-
AicmuYHUX Memodis, Habyau HOBUX Xapakmepucmuk i nompebyrome 21Ub60KUX 3MiH 8 yCili
CyKynHocmi rnpoyeodyp po3cnidy8aHHA.

Knrouosi cnoea: cy0osa icmuHa; KpUMiHaAICMUKa,; yughposizauyis npasocydos; mpaHcgpop-
mayis; 00CniOMeHHs yugposux 00Kasie; meopis 8i006paxeHHs; crneyugiyHa ¢popma icHy-

B8AHHA mamepii.

Regarding cultural heritage, we find a lot
of expositions. We will present the one
closest to our soul, written down by the
famous loan Piso: “A society that does
not respect its past has no future. We
inherited from our ancestors a beauti-
ful language of Latin origin, we remem-
bered the stories of our grandparents,
we were penetrated by their prayers, we
look with delight at the churches erect-
ed with faith, the sumptuous buildings,
the architectural complexes in the cit-
ies, the wonderful architecture of the
Romanian village, we learn from history
the memorable events that this country
has gone through, we know from books
or museums the artifacts used in other
times, the works of art created by our
artists or others, we feel good in nature
adapted to the needs of our society. All
of these constitute a forma mentis, with-
out which we remain nobody’s” [1].
Although it is known that the most
powerful means of defending our heri-
tage and therefore our history lies in ed-
ucation, reality shows that this means is
becoming insufficient. It is obvious that

in this sense, at the policy level, states,
including their communities, are mak-
ing efforts to regulate the cultural sec-
tor. The concept of “patrimonialization”
is increasingly used in the specialized
literature, together with “safeguard-
ing”, “conservation” and “protection of
cultural heritage” to describe the reality
related to the state of heritage objects
at the global level and in private cas-
es — at the level of nation states.

The respective measures were initi-
ated sporadically, since the beginning of
the last century, taking shape in systems
based on solid scientific concepts, which
encompass all the variety of cultural ob-
jects in the modern world. The modern
era is characterized in its development
by the digitalization of all spheres of life.

Representatives of the legal and ju-
dicial sector are not left behind either,
who are challenged by the application
of information possibilities, including to
“substitute” human reasoning and for-
mulate decisions that are much more
“objective” and “impartial”. However,
until now, humans are considered the



only universally intelligent beings. The
software systems that we call “intelli-
gent” today do not come close to de-
scribing an intelligence with a universal
capacity for explanation, but are “intel-
ligent” only in a narrow sense. However,
people are making efforts to bring these
two “systems” as close as possible: the
human being and the software [2].

The cyber transformations to which
legal sciences are currently subjected
require essential changes, including in
the approach to the expert research of
cultural objects. It is important to un-
derstand that a broad conceptualization
of the basic notions used by judicial ex-
perts is necessary through the prism of
the virtual world, taking into account a
new form of existence of matter and,
respectively, of the traces that are cre-
ated in the fields of computer crime.

The process of digitization has pene-
trated the cultural field. Digital technol-
ogies offer new opportunities for pre-
serving cultural content and facilitating
access to cultural heritage for all catego-
ries of public. Museums and cultural or-
ganizations that adopt these technolo-
gies can offer innovative experiences to
visitors, allow remote public access to
various exhibitions and visualization of
cultural material that is not on display.
Accordingly, forensic science must meet
the challenges of the times, in order to
provide the necessary assistance in dis-
covering crimes where cultural heritage
is targeted, including in cyberspace.

It should be noted that at Europe-
an level, in this sense, the European
Commission fuels the policy debate
and brings stakeholders together to
improve the framework conditions for

Mam’aTi BUAATHOrO BYUEHOrO, AOKTOPA IOPUANYHUX HAYK, Npodecopa
Bnagucnaea ®egopeHka («PeaopeHKiBCbKi YUTAHHAY)

digitisation and digital preservation. It
does so through its Recommendation
on a common European data space for
cultural heritage.

The European Commission’s Expert
Group on a common European Data
Space for Cultural Heritage (CEDCHE)
monitors progress towards the imple-
mentation of the Commission’s Recom-
mendation. The CEDCHE reviews and
discusses policies for digital cultural
heritage and the upcoming initiative for
a common European data space. It also
facilitates the exchange of information
and good practices working closely with
cultural institutions.

Thus, judicial experts, with the sup-
port given, as well as new forensic ex-
amination methodologies in the virtual
world, will be able to find solutions to
the most controversial objectives ad-
dressed by judicial bodies, in the case
of crimes related to cultural heritage.

Conclusions

1. The forensic examination of cul-
tural objects, along with other ar-
eas of legal activity, is in a contin-
uous process of transformation,
through the prism of digital ones,
characteristic of the modern era,
in order to face the challenges.

2. In order to respond to the chal-
lenges of the time, when con-
ducting the forensic examination
of cultural objects, it is necessary
to approach the technologies and
methodologies of forensic exam-
ination through the prism of the
modern notions of: “cybercrime
field” and “digital trace”, devel-
oped by information forensics.
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