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This article presents a comprehensive forensic-legal analysis of the
Draft Law of Ukraine «On the Right to Civilian Firearms» (No. 5708),
with a focus on its compatibility with international legal standards
and, in particular, with the provisions of EU Directive 2021/555 on
the control of the acquisition and possession of firearms. The study
examines the draft law through the lens of legislative harmoniza-
tion, assessing its regulatory framework in key areas such as civilian
firearms marking, registration, traceability, information exchange,
secure storage, distance selling, and access restrictions. Special em-
phasis is placed on the role of forensic examination and criminal pro-
ceedings in ensuring effective firearms control. The article identifies
legal inconsistencies and structural gaps that hinder alignment with
European Union law and argues for targeted revisions to enhance
compliance. The analysis is situated within the broader post-war
security context in Ukraine and considers the country’s obligations
under the EU-Ukraine Association Agreement as a driving force for
legal convergence and institutional reform.
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Research Problem Formulation

In the context of the full-scale armed ag-
gression launched by the Russian Feder-
ation against Ukraine, the issue of robust
and effective control over the circulation
of firearms, ammunition, and explosives
has acquired unprecedented urgency. The
ongoing war has triggered a dramatic surge
in the volume of weapons in circulation,
primarily due to large-scale international
military assistance and the mobilization of
national defense resources. While essen-
tial for Ukraine’s self-defense, this influx of
arms simultaneously generates heightened
risks of diversion into the illicit market, fu-
eling organized crime, regional destabiliza-
tion, and transnational threats.

Under such conditions, the prevention
of illegal possession, transfer, and traf-
ficking of firearms and their components
transcends the boundaries of traditional
criminal justice. It becomes a strategic im-
perative for national security, public safety,
and post-war stabilization. One of the gra-
vest threats in this regard is the smuggling
of firearms, ammunition, and essential
parts, which may be exploited for terrorist
acts, paramilitary violence, or the erosion
of state authority in vulnerable regions.

Addressing these challenges requires
more than reactive enforcement - it demands
a proactive, systemic approach grounded
in a coherent legal framework, interagency
coordination, and the modernization of na-
tional legislation in line with evolving secu-
rity realities. In this regard, the analysis of
international legal standards - particularly
the provisions of Directive (EU) 2021/555 on
the control of the acquisition and possession
of firearms - gains critical relevance. This Di-
rective outlines comprehensive measures for
marking, registration, traceability, informa-

tion exchange, and the regulation of civilian
access to firearms, all of which are essential
for building a resilient arms control regime.

Therefore, aligning Ukraine’s legal
framework with EU firearms control stan-
dards is not merely a technical exercise
in legislative harmonization. It is a vital
component of Ukraine’s broader strategy
to reinforce internal security, prevent the
proliferation of illicit weapons, and ful-
fill its obligations under the EU-Ukraine
Association Agreement. In the long term,
such harmonization will also contribute to
Ukraine’s institutional readiness for Euro-
pean integration and its capacity to partici-
pate in joint security and justice initiatives
within the EU legal space.

Analysis of Essential Researches
and Publications

Within the framework of research on inter-
national standards aimed at preventing the
illicit circulation of firearms, ammunition,
and explosives - and in the broader context
of aligning Ukrainian legislation with Euro-
pean legal approaches — numerous aspects
of criminological, criminal law, and securi-
ty regulation of arms circulation have been
the subject of sustained scholarly attention
in Ukraine. A robust body of academic lite-
rature has emerged, offering in-depth analy-
ses of the legal qualification of arms-related
offenses, the criminalization of illicit traf-
ficking, offender typologies, and the effec-
tiveness of preventive and punitive mecha-
nisms. Notable contributions in this domain
have been made by Ukrainian scholars such
as L. Arotsker, A. Hetman, V. Holina, V. Zhu-
ravel, O. Kaplina, I. Kozachenko, O. Lytvy-
nov, M. Panova, V. Terentiev, E. Simako-
va-Yefremyan, N. Filipenko, and V. Shepitko,
among others !. Their work has laid the

1 See more: XXypaseib B. A., IllenniTbko B. }0. PO3BUTOK KPUMiHaJIICTUKU Ta CyAOBOI eKCIIePTU3U
B VKpaiHi: HaO/IKeHHS [0 €JUHOT0 EBPOIIENiCchKOro npocropy / IlpaBoBa Hayka YKpaiHu: cy-
YaCHUH CTaH, BUKJIWKU Ta IIePCIEKTUBU PO3BUTKY : MoHorpadis. Xapkis, 2021. C. 651—669 ;
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theoretical and methodological foundations
for understanding the dynamics of arms-
related criminality and for shaping national
policy responses.

In parallel, international scholarship
has played a pivotal role in the develop-
ment of global standards and best prac-
tices in arms control. Researchers such as
Aleksandar Ivanovié, Keith Krause, Nicolas
Florquin, Eric Berman, Glenn McDonald,
Brian Wood, Peter Batchelor, James Be-
van, Pablo Dreyfus, Sarah Parker, Aaron
Karp, Frank Slijper, Guy Lamb, and Holger
Anders have produced influential studies
on the structure and regulation of the glo-
bal small arms and light weapons (SALW)
market. Their work encompasses the deve-
lopment of risk indicators, the evaluation
of national control systems, and the im-
plementation of key international instru-
ments, including the UN Firearms Proto-
col, the UN Programme of Action on Small
Arms and Light Weapons (UN PoA), and
Directive (EU) 2021/555. These instruments
collectively form the backbone of the inter-
national legal framework for combating il-
licit arms trafficking and enhancing trans-
parency, accountability, and traceability in
arms transfers.

Against this intellectual and regulato-
ry backdrop, the forensic-legal analysis of
Ukraine’s Draft Law «On the Right to Civil-
ian Firearms» (No. 5708) acquires particu-
lar relevance. It enables a critical assess-
ment of the draft law’s compliance with
European legal standards - especially those

enshrined in Directive (EU) 2021/555 - and
facilitates the identification of normative
gaps, enforcement challenges, and oppor-
tunities for legislative harmonization. By
situating the draft law within both national
academic discourse and international reg-
ulatory paradigms, this study contributes
to the development of a coherent, securi-
ty-oriented, and legally sound framework
for civilian firearms regulation in Ukraine -
one that is aligned with the country’s Euro-
pean integration trajectory and its obliga-
tions under the EU-Ukraine Association
Agreement.

Article Purpose

The objective of this study is to carry out
a thorough forensic-legal examination of
Directive (EU) 2021/555 in the context of
international efforts to prevent the illicit
circulation of firearms, ammunition, and
explosives. It aims to assess the extent to
which the directive’s core provisions have
been reflected in Ukrainian legislation,
with particular attention to the challenges
posed by the current security environment
and the imperative of aligning national le-
gal frameworks with European Union stan-
dards. This analysis is situated within the
broader framework of Ukraine’s Europe-
an integration process and its obligations
under the EU-Ukraine Association Agree-
ment, highlighting the strategic impor-
tance of legal harmonization in the field of
civilian firearms control.

IIleBuyk B. M. €EBponeliCbKUI BEKTOP PO3BUTKY CY4aCHOI KPUMIHAJIICTUKY. Adanmayis npagosoi
cucmemu Yxpainu 0o npasa €eponeiicvkozo Cow03y: meopemuuHi ma npakmu4Hi acnekmu : MaT-JIu
VI Beceykp. HayK.-pakT. KoH®. (ITosrtaBa, 29.09.2022). [Tosrtasa, 2022. C. 320—323. URL: http://
pli.nlu.edu.ua/wp-content/uploads/2022/12/36ipauk-29.09.pdf (date accessed: 11.12.2025) ;
AnTonoB K. B., linenko C. B., ®iminenko H. €. [IpaBoBi Ta opraHisaijiiiHO-TaKTUYHi OCHOBU
[TOTIePEe/KEHHS 1 PO3KPUTTS 3JI0YMHIB, IIOB’I3aHUX i3 32CTOCYBaHHSIM BUOYXOBUX PEYOBUH YU
6orioBux mpumnacis : MoHorpadis. XepcoH, 2008. 188 c. ; Piminenko H. €., [linenxo C. B. Illoxo
BU3HAYEHHS IOHATTS «OIePaTUBHO-PO3UIYKOBA XapaKTePUCTHKA 3JI0YMHIB, ITOB’sI3aHUX i3 3a-
CTOCYBaHHSIM BHOYXOBUX PeUOBHUH abo 60iioBuX mpumnacie». Haykosuil sicHuk JIbeiecvkozo dep-
JHas8HOe0 YHigepcumeny eHympiwitix cnpag. Cneysunyck. 2007. Ne 1. C. 174—186 etc.
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Research Methods

General scientific methods are used: obser-
vation, comparison, abstraction, analysis,
synthesis, modeling, etc.

Main Content Presentation

Ukraine, like any democratic and rule-of-
law state, consistently declares its commit-
ment to ensuring the effective protection of
the natural and inalienable rights of every
individual, including the right to life, per-
sonal security, bodily integrity, and protec-
tion from violence. These rights hold the
highest legal authority, being enshrined in
the Constitution of Ukraine (Articles 3, 27,
and 28) 2, as well as in international legal in-
struments ratified by Ukraine, such as the
Universal Declaration of Human Rights,
the International Covenant on Civil and
Political Rights, and the European Conven-
tion on Human Rights.

However, despite their formal recogni-
tion in national legislation, the practical im-
plementation of these rights often remains
inadequate. Existing law enforcement
mechanisms - particularly the functioning
of the police, judiciary, and public order
institutions - frequently prove ineffective,
inconsistent, or too slow in responding to
real and immediate threats to citizens’ lives
and safety. As experts note, «this is especial-
ly evident in the context of rising crime rates,
the proliferation of illicit firearms and explo-
sives, organized criminal activity, and domes-
tic violence - all areas where the state is not
always capable of providing timely, adequate,
or sustained protection» ®.

This systemic vulnerability is further
exacerbated by institutional overload, lim-
ited resources, and the erosion of public
trust in law enforcement - factors that col-

lectively undermine the state’s ability to ful-
fill its constitutional duty to protect life and
personal security. In many cases, victims of
violence or imminent danger are left with-
out effective recourse, while perpetrators
exploit legal loopholes and enforcement
delays. In the context of full-scale armed
aggression — where millions of citizens face
direct and prolonged threats to their lives,
and where law enforcement agencies are
largely focused on military and defense-re-
lated functions - the issue of personal secu-
rity becomes even more acute. Under such
extraordinary circumstances, individuals
are often left alone in the face of danger,
lacking effective, lawful, and accessible
means of self-defense - even in situations
of extreme necessity or imminent harm.

This reality underscores a critical
truth: the formal recognition of funda-
mental rights is not sufficient in itself. The
state must also ensure the existence of real,
functional, and predictable mechanisms
for their enforcement - mechanisms that
are not merely declarative, but operation-
al in practice. One such mechanism is the
legislative regulation of the right to possess
and use firearms for self-defense. Properly
designed, this legal framework would em-
power citizens to protect themselves and
others in situations where state assistance
is unavailable, delayed, or structurally in-
capable of responding.

Contemporary challenges - including
the escalation of violent crime, the desta-
bilizing effects of war, the circulation of
unregistered weapons, and the growing
activity of organized criminal groups - re-
quire the state to fundamentally reconsider
its approach to guaranteeing the right to
self-defense. A key step in this direction is
the adoption of a dedicated law that would
comprehensively regulate the exercise of

2 KoHcrutynis YkpaiHu : 3akoH VKpaiHu Biz 28.06.1996 p. Ne 254k/96-BP (3i 3MiH. Ta [OIOB.).
URL: https://zakon.rada.gov.ua/laws/show/254x/96-Bp#Text (date accessed: 11.12.2025).
3 Awnronos K. B., [lizenko C. B., ®ininenko H. €. 3a3nau. TBip. C. 28.
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citizens’ right to actively defend their own
life and health, as well as the life and health
of others, in situations of extreme neces-
sity - including through the lawful use of
firearms.

Such a law should clearly define the le-
gal grounds, limits, and procedures for the
use of firearms in self-defense, establish
safeguards against abuse, and ensure ac-
countability through transparent oversight
mechanisms. At the same time, it must har-
monize the broader regulatory framework
governing civilian firearms circulation
with the Constitution of Ukraine, interna-
tional human rights standards, and the le-
gal practices of established democracies -
particularly those of the European Union.
Provided that appropriate legal safeguards,
licensing procedures, and institutional
oversight are in place, firearms can serve
as a legitimate and vital tool for citizens
to exercise their constitutional right to
self-defense - not as a substitute for state
protection, but as a complementary safe-
guard in times of crisis or institutional fai-
lure. However, for more than three decades
of Ukraine’s independence, the issue of ci-
vilian firearms circulation has remained
outside the scope of systematic legislative
regulation. The absence of a dedicated law
has resulted in legal uncertainty, fragmen-
ted and inconsistent regulation through
subordinate acts of the Ministry of Internal
Affairs, and the expansion of the shadow
arms market - a phenomenon that poses
serious risks to public safety, national secu-
rity, and the rule of law.

The Draft Law of Ukraine «On the Right
to Civilian Firearms» (No. 5708) 4, submit-
ted to the Verkhovna Rada in 2021, marks
a renewed and more structured legislative
initiative aimed at establishing a coherent
and legally sound framework for the regu-
lation of civilian firearms circulation. Un-

like previous fragmented efforts, this draft
law aspires to codify the legal foundations
for the acquisition, possession, use, and
lawful transfer of firearms by Ukrainian
citizens - while simultaneously safeguard-
ing the delicate balance between the indi-
vidual’s right to self-defense and the state’s
constitutional obligation to ensure public
order and collective security.

Ukraine’s legislative history in this
domain reveals a series of unsuccessful
attempts to introduce comprehensive fire-
arms regulation. Draft laws submitted in
2008, 2015, and 2017 failed to gain parlia-
mentary approval - largely due to political
volatility, institutional inertia, and the ab-
sence of a consolidated public consensus
regarding the permissibility of civilian
firearm ownership in peacetime. Howev-
er, the full-scale invasion by the Russian
Federation in 2022 has radically altered
the national security paradigm. Millions
of Ukrainians have been mobilized into
territorial defense units, acquired practi-
cal skills in handling firearms, and expe-
rienced firsthand the fragility of personal
and collective safety in the face of external
aggression and internal disorder. In this
transformed context, the question of le-
gal access to firearms for self-defense has
emerged as a matter of both individual sur-
vival and national resilience.

At the same time, the post-conflict en-
vironment presents a complex array of
risks - including the uncontrolled prolife-
ration of weapons, cross-border smuggling,
the emergence of illicit arms markets, and
a potential surge in violent crime. These
challenges underscore the urgent need for
a robust, transparent, and enforceable sys-
tem of civilian firearms governance - one
that ensures accountability, traceability,
and compliance with both national and in-
ternational legal standards.

4 IIpoekT 3aKOHY IIPO IIPABO Ha LIMBITBHY BOrHeIaJbHY 30poro Bix 25.06.2021 p. Ne 5708. URL:
https://itd.rada.gov.ua/billinfo/Bills/Card/27190 (date accessed: 11.12.2025).
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In response to these realities, Draft Law
No. 5708 introduces a comprehensive reg-
ulatory architecture encompassing a wide
spectrum of control measures. Among its
key provisions are: the creation of a Unified
State Firearms Register; mandatory mar-
king and digital traceability of all firearms
and essential components; the establish-
ment of integrity-based eligibility criteria
for firearm ownership; detailed procedures
for the safe storage, lawful use, transfer,
and deactivation of firearms; the crimi-
nalization of unauthorized possession and
trafficking of firearms, ammunition, and
parts; and the legal regulation of cross-bor-
der movements, including transit, re-ex-
port, and international data exchange.

A defining feature of the draft law is its
explicit orientation toward European legal
harmonization. The text draws extensively
on the normative framework of Directive
(EU) 2021/555 °, integrating its core princi-
ples into the Ukrainian legal context. This
alignment not only enhances the effective-
ness of domestic firearms control mecha-
nisms but also reinforces Ukraine’s com-
mitment to fulfilling its obligations under
the EU-Ukraine Association Agreement. In
DOIng so, the draft law contributes to the
broader process of legal approximation
with the European Union - a process that
is essential for Ukraine’s institutional mo-
dernization, democratic consolidation, and
long-term integration into the European le-
gal and security space.

Prior to undertaking a detailed compar-
ative analysis of Ukrainian and European
legal frameworks aimed at preventing the
illicit circulation of firearms, ammunition,
and explosives, it is essential to first outline
the core characteristics of the European
Union’s most authoritative legal instrument

in this domain - Directive (EU) 2021/555 on
the control of the acquisition and posses-
sion of firearms. This Directive constitutes
the cornerstone of the EU’s regulatory ar-
chitecture governing civilian firearms, es-
tablishing a harmonized legal framework
across Member States. Directive 2021/555
provides a comprehensive classification of
firearms into distinct categories based on
their technical features and potential risk
to public safety. It sets out uniform condi-
tions for the lawful acquisition, possession,
storage, and transportation of firearms,
while also mandating robust mechanisms
for marking, registration, and traceabili-
ty. Furthermore, the Directive introduces
obligations for Member States to facilitate
systematic information exchange, enhance
oversight of distance sales, and implement
safeguards against the diversion of fire-
arms into the illicit market. As a result,
the Directive serves not only as a binding
legal instrument within the EU but also as
a normative benchmark for third countries
seeking to align their national legislation
with European standards - particularly in
the context of international cooperation on
arms control, border security, and transna-
tional crime prevention.

For Ukraine - a state currently en-
gaged in a full-scale armed conflict and
simultaneously pursuing deep legal and
institutional convergence with the Euro-
pean Union - the effective transposition of
Directive 2021/555 into domestic law is of
strategic significance. It represents a crit-
ical step toward strengthening national
security, enhancing the rule of law, and
fulfilling the obligations undertaken under
the EU-Ukraine Association Agreement.
Moreover, the Directive’s implementation
offers a structured pathway for Ukraine

5 Directive (EU) 2021/555 of the European Parliament and of the Council of 24 March 2021 on
control of the acquisition and possession of weapons (codification). Official Journal of the
European Union. OJ L 115. 6.4.2021. Pp. 1-39 / EUR-Lex : web. URL: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX%3A32021L0555 (date accessed: 11.12.2025).
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to modernize its firearms control regime
in line with best practices adopted by EU
Member States, thereby reinforcing its ca-
pacity to prevent the proliferation of illicit
weapons in both wartime and post-conflict
contexts.

Directive (EU) 2021/555 is the Europe-
an Union’s primary legal instrument go-
verning the control of the acquisition and
possession of firearms by civilians °. Direc-
tive (EU) 2021/555 serves as the European
Union’s principal legal instrument for re-
gulating civilian access to firearms. It estab-
lishes minimum standards for acquisition,
possession, storage, marking, registration,
and cross-border movement of firearms,
while also promoting transparency, trace-
ability, and international cooperation. For
Ukraine - currently navigating both war-
time exigencies and the path of European
integration - alignment with this Directive
is not only a legal imperative but a strategic
necessity. Draft Law No. 5708, registered
in 2021, represents Ukraine’s most recent
attempt to codify a comprehensive legal
framework for civilian firearms circulation.
However, a detailed analysis reveals signifi-
cant gaps that must be addressed to ensure
compliance with international standards
and to build a resilient, accountable arms
control system.

1. Classification of Firearms:
From Functional to Risk-Based Models

Directive 2021/555 introduces a three-tier
classification system - Categories A (pro-
hibited), B (subject to authorization), and C
(subject to declaration) - based on the level
of risk posed by different types of firearms.
This model is mandatory for EU Member
States and recommended for candidate
countries. In contrast, Ukraine’s current
classification, rooted in Ministry of Inter-
nal Affairs Order No. 622, is functionally

based (e.g., hunting, sporting, service) and
lacks a coherent risk-based logic. Although
Draft Law No. 5708 proposes a four-tier sys-
tem (Categories A-D), it does not fully align
with the EU model and omits detailed regu-
lation of ammunition, components, and
modifications. Moreover, the legal regimes
governing each category remain undefined,
undermining legal clarity and enforcement.

2. Marking and Traceability:
Technical Precision and Digital Oversight

International instruments such as the UN
Firearms Protocol and Directive 2021/555
mandate unique, durable, and legible
marking of all essential firearm com-
ponents, along with digital traceability
through centralized electronic registries.
While Draft Law No. 5708 references mar-
king and proposes a Unified Civilian Fire-
arms Register, it lacks specificity regarding
which components must be marked, the
technical parameters of marking, and the
requirement to mark firearms upon im-
port, modification, or repair. The proposed
registry does not define the scope of data to
be recorded, fails to mandate registration
of all transactions, and lacks integration
with other state databases. These deficien-
cies pose serious risks to traceability, legal
accountability, and evidentiary reliability
in criminal proceedings.

3. Unified Firearms Register:
Infrastructure Without Legal Backbone

Although Ukraine established a Unified State
Firearms Register in 2023, its legal status,
functionality, and interoperability remain
underdeveloped. Draft Law No. 5708 does
not enshrine the register as the sole legal
source of firearms records, nor does it define
its structure, access protocols, or integration
with other critical databases (e.g., crimi-
nal convictions, medical records, customs).

6 Directive (EU) 2021/555 ... . URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-

9%3A32021L0555 (date accessed: 11.12.2025).
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Without real-time access for law enforce-
ment and clear liability for data manipula-
tion or omission, the register risks becoming
a symbolic rather than functional tool.

4. Eligibility Criteria: Integrity Screening
and Ongoing Oversight

Directive 2021/555 and the UN Firearms
Protocol require that firearm ownership be
restricted to individuals who meet strict cri-
teria related to age, criminal history, mental
health, and integrity. Ukrainian legislation
currently lacks a unified mechanism for ve-
rifying these conditions. Draft Law No. 5708
does not define «integrity, » omits periodic
license reviews, and fails to mandate inte-
gration with relevant registries (e.g., domes-
tic violence, psychiatric, debtors). This cre-
ates systemic vulnerabilities, including the
issuance of permits to high-risk individuals
and the absence of mechanisms for revoca-
tion when risk factors emerge.

5. Secure Storage: Technical Standards
and Enforcement Mechanisms

Safe storage is a cornerstone of respon-
sible firearms ownership. While Direc-
tive 2021/555 and the UN PoA recommend
minimum technical standards and inspec-
tion protocols, Ukrainian law remains vague.
Draft Law No. 5708 refers to secure storage
but lacks detailed specifications (e.g., safe
construction, alarm systems), inspection
procedures, and differentiated requirements
based on firearm category. Without enforce-
able standards, the risk of unauthorized ac-
cess, theft, and misuse remains high 7.

6. Cross-Border Movement: Licensing,
Oversight, and International Exchange

International standards require robust con-
trol over the import, export, and transit of
firearms. Ukraine’s currentlegal framework
does not clearly regulate civilian cross-bor-

der movement, lacks a unified licensing
procedure, and is not integrated with in-
ternational databases such as INTERPOL’s
iARMS. Draft Law No. 5708 fails to address
these issues, leaving Ukraine vulnerable to
illicit trafficking and non-compliant with
its international obligations.

7. Reporting and Transparency:
Public Trust and Global Accountability

Regular reporting to international bodies
and public access to aggregated data are
essential for transparency and oversight.
Ukraine currently lacks legal provisions
for reporting to the UNODA or for pub-
lishing national firearms statistics. Draft
Law No. 5708 does not designate a report-
ing authority, define reporting indicators,
or mandate public disclosure. This under-
mines public trust, impedes international
cooperation, and limits the state’s ability to
evaluate policy effectiveness.

8. International Cooperation:
From Isolation to Integration

Ukraine’s limited participation in interna-
tional firearms control mechanisms - due
in part to its non-ratification of the UN
Firearms Protocol - hampers its ability to
engage in cross-border investigations, data
exchange, and joint enforcement. Draft Law
No. 5708 does not provide for cooperation
with Europol, FRONTEX, or SEESAC, nor
does it establish a competent authority for
international coordination. This omission
isolates Ukraine from the European securi-
ty architecture and weakens its capacity to
combat transnational arms trafficking.

9. Digitalization: Efficiency, Security,
and Interoperability

Directive 2021/555 emphasizes the digitali-
zation of firearms control systems, includ-
ing electronic registries, online licensing,

7 Directive (EU) 2021/555 ... . URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-

9%3A3202110555 (date accessed: 11.12.2025).
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and integration with other state databases.
While Ukraine’s Unified Firearms Register
operates partially in digital format, Draft
Law No. 5708 does not mandate electron-
ic document flow, digital identification,
or data protection standards. The absence
of a designated authority for digital infra-
structure further impedes modernization
and increases the risk of administrative in-
efficiency and corruption ®.

10. Forensic Examination
as a Prerequisite
for Full Traceability

A fundamental prerequisite for aligning
Ukraine’s firearms legislation with the stan-
dards of Directive (EU) 2021/555 is the for-
mal incorporation of forensic examination
data into the Unified State Firearms Regis-
ter. This requirement is not only a logical
step from the standpoint of national secu-
rity and public safety, but also a legal ne-
cessity for fulfilling Ukraine’s international
commitments within the framework of Eu-
ropean integration.

Directive 2021/555 establishes a com-
prehensive framework for the traceability
of civilian firearms, obliging EU Member
States to ensure that every firearm and
its essential components can be tracked
throughout their entire life cycle - from
manufacture or lawful import to final de-
activation or destruction. This obligation
is articulated through a set of interrelated
provisions, particularly Articles 4, 5, and
7, which collectively define the technical,
procedural, and institutional foundations
of the EU’s firearms control regime.

Article 4 mandates that «all firearms
and essential components be marked with

a unique, clear, and permanent identifier. This
marking must include the name of the manu-
facturer or brand, the country or place of man-
ufacture, the serial number, and the year of
production (if not part of the serial number).
For imported firearms, the marking must also
include the country of import and the name of
the importer. The marking must be applied to
an essential component and be visible without
disassembly. This ensures that each firearm
can be individually identified and linked to its
origin, thereby preventing the circulation of
untraceable weapons» °.

Article 5 requires that «Member States
ensure the maintenance of detailed records of
all firearms and essential components. These
records must include information such as the
type, make, model, caliber, serial number, and
the names and addresses of both the supplier
and the recipient. The data must be preserved
for a minimum of 30 years and be accessible to
competent authorities. This long-term reten-
tion is essential for retrospective investigations
and for maintaining the integrity of the trace-
ability system over time» '°.

Article 7 reinforces the need for
a modern, centralized, and secure data
infrastructure. It obliges «Member States
to establish and maintain a computerized
data-filing system - either centralized or de-
centralized - that enables competent author-
ities to access the information referred to in
Article 5. The system must allow for the im-
mediate identification of a firearm and its
owner, including all transfers and modifica-
tions. Access must be restricted to designated
authorities and comply with applicable data
protection rules» .

In this context, forensic examina-
tion plays a key role. We fully agree with

8 Directive (EU) 2021/555 ... . URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-

9%3A32021L0555 (date accessed: 11.12.2025).
9 Ibid.
10 Ibid.
11 Ibid.
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experts ? who point out that forensic exam-
ination is a specialized form of criminalistic
investigation that allows: the type, caliber,
and manufacturing method of a weapon;
assess its operability and technical con-
dition; detect tampering, falsification, or
erasure of markings; and reconstruct the
circumstances of its use - including the
number of shots fired, direction, distance,
and timing. These capabilities are indis-
pensable not only for criminal investiga-
tions (as regulated by Articles 242-244 of
the Criminal Procedure Code of Ukraine) 3,
but also for administrative oversight, inter-
national information exchange, and the
prevention of illicit manufacture, modifi-
cation, and trafficking.

Moreover, forensic examination serves
as a critical quality control mechanism in
the civilian firearms market. It enables the
detection of counterfeit or substandard
weapons, the identification of unautho-
rized modifications that may compromise
safety, and the verification of compliance
with technical standards. Without such
oversight, the risk of accidents, malfunc-
tions, and criminal misuse increases sig-
nificantly - particularly in a post-conflict
environment where large volumes of wea-
pons are re-entering civilian circulation.

Despite its critical importance, the
Draft Law of Ukraine «On the Right to Ci-
vilian Firearms» (No. 5708) * does not cur-
rently mandate the inclusion of forensic

examination results in the Unified State
Firearms Register. This omission creates
a significant gap in the traceability system,
undermining the Directive’s core objective
of ensuring continuous and verifiable con-
trol over firearms. The absence of registry
data on forensic examinations - including
their dates, institutions, findings, and con-
clusions - weakens the evidentiary chain,
complicates interagency coordination, and
limits Ukraine’s ability to participate in in-
ternational data-sharing mechanisms such
as INTERPOL's iARMS.

Although the term «forensic examina-
tion» is not explicitly articulated in Direc-
tive (EU) 2021/555 or in other foundational
international instruments, its functional
equivalents - namely technical identifica-
tion, verification, and analytical assess-
ment - are deeply embedded in the global
legal architecture governing arms control.
These functions, which are central to fo-
rensic science, underpin the operationa-
lization of traceability, accountability, and
international cooperation in the regulation
of firearms.

The UN Firearms Protocol (2001)%,
adopted as a supplement to the UN Con-
vention against Transnational Organized
Crime, establishes a robust framework for
preventing and combating the illicit manu-
facturing of and trafficking in firearms,
their parts, components, and ammuni-
tion. Article 8 mandates that States Parties

12

13

14

15

T'ycak A. I1. CyuyacHi MmeToau aHaiisy 36poi Ta Goenpunacis st CyZ0BO-0aIiCTUIHUX JOCITi-
IoKkeHb. Bicnux Odecvkoz0 HAYk080-00cAiOHO20 iHcmumymy cydosux ekcnepmu3 Minicmepcmea
tocmuyii Yxkpainu. 2025. Bum. 17. C. 15—25. DOI: 10.32782/2522-9656/2025-17-2 (date accessed:
11.12.2025).

KpuMiHaIBHUH IIpOIleCcyalbHUN KoJeKe YKpainu Bif 13.04.2012 p. Ne 4651-VI (3i 3MiH. Ta H0-
moB.). URL: https://zakon.rada.gov.ua/laws/show/4651-17#Text (date accessed: 11.12.2025).
IIpoekT 3akoHy ... Ne 5708. URL: https://itd.rada.gov.ua/billinfo/Bills/Card/27190 (date accessed:
11.12.2025).

Protocol against the illicit Manufacturing of and Trafficking in Firearms, their Parts and Com-
ponents and Ammunition, supplementing the United Nations Convention against Transnation-
al Organized Crime : adopted on 31 May 2001, New York / United Nations Treaty Series : web.
URL: https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-c&chap-
ter=18&clang=_en (date accessed: 11.12.2025).

24


https://khrife-journal.org/index.php/journal
https://doi.org/10.32782/2522-9656/2025-17-2
https://zakon.rada.gov.ua/laws/show/4651-17#Text
https://itd.rada.gov.ua/billinfo/Bills/Card/27190
https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-c&chapter=18&clang=_en
https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-c&chapter=18&clang=_en

Nataliia Filipenko, Aleksandar Ivanovic. Forensic-Legal Analysis
of Ukraine’s Draft Law ‘on the Right to Civilian Firearms’
in the Context of European Legal Standards. DOI: 10.32353/khrife.1.2026.02

ensure the marking of firearms at the time
of manufacture and import, thereby en-
abling their identification and traceabil-
ity. Article 11 requires the verification of
authorizations and documentation during
international transit, while Articles 13 to
15 obligate states to engage in systematic
information exchange concerning serial
numbers, technical characteristics, and
known methods of falsification or tampe-
ring. These provisions presuppose the exis-
tence of technical and forensic capacities
capable of detecting altered markings, au-
thenticating weapon origins, and suppor-
ting cross-border investigations.

The Arms Trade Treaty (ATT) further
reinforces these obligations '°. Article 11
requires States Parties to take measures
to prevent the diversion of conventional
arms to unauthorized end-users or illicit
markets, including through post-delivery
verification and risk mitigation strategies.
Article 13 mandates annual reporting on
national control systems, including mecha-
nisms for ensuring traceability and over-
sight. These reporting obligations inhe-
rently rely on the availability of forensic
tools and expertise to monitor, verify, and
document the movement and status of fire-
arms throughout their life cycle.

In parallel, the UN Programme of Ac-
tion on Small Arms and Light Weapons (UN
PoA) V7 - a politically binding framework
adopted in 2001 - calls upon states to deve-
lop and maintain comprehensive systems
for the detection, tracing, and destruction
of illicit small arms and light weapons.
These systems are functionally depen-
dent on forensic analysis, particularly in
the context of post-conflict disarmament,

criminal investigations, and the identifica-
tion of weapons used in acts of violence or
terrorism.

Taken together, these instruments es-
tablish a clear normative expectation: that
states must possess the institutional and
technical means - including forensic in-
frastructure - to ensure the traceability of
firearms and to prevent their diversion into
illicit circulation. Forensic examination is
thus not a peripheral or optional element of
arms control, but a structural component
of effective implementation. For Ukraine,
the integration of forensic examination into
the legal and administrative framework
governing civilian firearms is essential not
only for domestic enforcement and public
safety, but also for fulfilling its obligations
under international law and aligning with
the standards of the European Union and
the broader global security regime.

The urgency of integrating forensic ex-
amination into Ukraine’s firearms control
regime has only intensified since the onset
of Russia’s full-scale invasion. The unprece-
dented volume of weapons in civilian circu-
lation has generated a host of challenges:
the uncontrolled return of firearms from
combat zones, smuggling and black-market
activity, improvised modifications, and the
criminal misuse of weapons. In this con-
text, the development and institutionaliza-
tion of advanced forensic tools - particular-
ly forensic genomic analysis - has become
essential. The ability to identify individuals
involved in firearms-related crimes, detect
biological traces on weapons or at crime
scenes, and match genetic profiles with
national and international databases sig-
nificantly enhances investigative capacity

16 The Arms Trade Treaty / United Nations. Digitallibrary : web. 2013. URL: https://digitallibrary.
un.org/record/7466832v=pdf (date accessed: 11.12.2025).

17 Programme of Action to Prevent, Combat and Eradicate the Illicit Trade in Small Arms and Light
Weapons in All Its Aspects: a strategy for further implementation : working paper / submitted
by the President // Ibid. 2006. URL: https://www.un.org/disarmament/convarms/salw/ (date ac-

cessed: 11.12.2025).
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and supports the prosecution of organized
crime, terrorism, and war crimes.

The urgency of integrating forensic exa-
mination into Ukraine’s firearms control re-
gime has grown exponentially in the wake
of Russia’s full-scale invasion. The war has
not only transformed the security landscape
but has also triggered an unprecedented
surge in the circulation of firearms among
civilians. This phenomenon has introduced
a complex array of challenges: the uncon-
trolled return of weapons from the front-
lines without proper registration; the pro-
liferation of illicit trafficking and smuggling
routes; the widespread use of improvised or
modified firearms; and the increasing in-
volvement of such weapons in criminal ac-
tivity, including homicides, robberies, and
acts of domestic or political violence.

In this context, the development and
institutionalization of advanced forensic
tools - particularly forensic genomic ana-
lysis — has become not merely desirable but
essential. Traditional ballistics and traceo-
logical methods remain indispensable for
identifying weapons and reconstructing
shooting incidents. However, they must
now be complemented by modern mole-
cular techniques capable of addressing the
evolving nature of firearms-related crime
in a post-conflict society.

According to scientists ¥, forensic ge-
netic analysis, as a specialized branch of
forensic medicine, allows investigators to:

1. Identify individuals who have han-

dled or discharged a firearm by
detecting and analyzing biologi-
cal traces (e.g., skin cells, blood,

sweat, saliva) left on weapons, am-
munition, or crime scenes;

2. Establish genetic profiles from
trace DNA and compare them with
national and international data-
bases (e.g., CODIS, INTERPOL’s
DNA Gateway);

3. Link suspects to specific weapons
or incidents, even in the absence of
eyewitnesses or conventional evi-
dence;

4. Distinguish between multiple users
of the same weapon, which is par-
ticularly relevant in cases involving
shared or trafficked firearms;

5. Detect contamination, tampering,
or staged crime scenes through the
analysis of mixed DNA samples.

In Ukraine, the need for such capabili-
ties is especially acute. The return of thou-
sands of firearms from the battlefield - of-
ten without systematic documentation or
inspection - has created a legal and ope-
rational vacuum. Many of these weapons
may have been used in combat, subjected
to unauthorized modifications, or diverted
into criminal networks. Without a robust
forensic infrastructure, including genomic
analysis, the state lacks the tools to verify
the provenance, usage history, and lawful
status of these weapons.

Moreover, the Ukrainian legal frame-
work currently lacks explicit provisions for
the integration of forensic genomic data
into the national firearms control system.
While the Law of Ukraine «On Forensic
Examination» (Articles 7, 10, 13) ¥ and the
Criminal Procedure Code (Articles 242-

18 Nechyporiuk M., Filipenko N., Juodkaité-Granskiené G., Ivanovi¢ A. Particular Aspects of Interna-
tional Cooperation of Ukrainian Forensic Science Institutions with Foreign Specialists in Collecting,
Studying and Processing Human Genomic Information and Conducting Molecular Genetic Analy-
sis during Military Aggression against Ukraine. Ch. 2 / The Challenges and Opportunities in Law:
Ukrainian Case under the Conditions of War : monograph // Ed. By T. Davulis, L. Gasparéniené.
Krakéw, 2023. Pp. 89-211. DOL: 10.12797/9788381388887.02 (date accessed: 11.12.2025).

19 IIpo cymoBY eKCIepTH3y : 3aKOH YKpaiHu Bif 25.02.1994 p. Ne 4038-XII (3i 3miH. Ta fomos.). URL:
https://zakon.rada.gov.ua/laws/show/4038-12#Text (date accessed: 11.12.2025).
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244) ® provide for the use of forensic exper-
tise in criminal proceedings, these norms
are primarily reactive and case-specific.
They do not extend to the proactive, sys-
temic use of forensic data for administra-
tive control, registry integration, or pre-
ventive monitoring.

By contrast, international best practi-
ces - reflected in instruments such as the
UN Firearms Protocol, the Arms Trade
Treaty, and the UN Programme of Action
on Small Arms and Light Weapons - increa-
singly emphasize the importance of trace-
ability, identification, and information ex-
change. Although these documents do not
explicitly reference «genomic analysis»,
their operational logic presupposes the use
of all available scientific methods to ensure
the integrity of arms control systems. The
ability to trace a weapon to its last lawful
owner, to verify its technical and biological
history, and to link it to specific criminal
events is central to the goals of transparen-
cy, accountability, and public safety.

Therefore, Ukraine’s Draft Law No. 5708
must be revised to reflect these realities. Speci-
fically, it should:

+ Mandate the inclusion of forensic
examination results - including ge-
nomic findings - in the Unified State
Firearms Register.

« Define the types of biological and
genetic data that may be collec-
ted, stored, and used for investiga-
tive and administrative purposes,
in compliance with data protection
standards.

« Establish protocols for the secure
transfer of forensic data between law
enforcement, forensic institutions,
and registry administrators.

« Enable interoperability with natio-
nal and international DNA databases
to facilitate cross-border investiga-

20 KpuMiHaIbHUI NIPOIECYATbHUHN KOZAEKC ... .

17#Text (date accessed: 11.12.2025).

tions and the identification of wea-
pons used in transnational crimes.

+  Provide legal safeguards to ensure
the ethical use of genomic data,
including informed consent, pro-
portionality, and judicial oversight
where appropriate.

Incorporating forensic genomic analy-
sis into Ukraine’s firearms control system
is not a marginal technical upgrade - it is
a strategic imperative. It enhances the ev-
identiary power of investigations, stren-
gthens the credibility of the registry, and
equips the state to respond to the complex
threats posed by organized crime, terro-
rism, and war crimes. Most importantly,
it aligns Ukraine’s legal and institutional
architecture with the evolving standards
of international law and forensic science,
reinforcing its trajectory toward European
integration and democratic resilience.

Conclusions

The Draft Law of Ukraine «On the Right to
Civilian Firearms» (No. 5708) has the po-
tential to become a foundational legal act
that, for the first time, systematically re-
gulates the civilian circulation of firearms
at the legislative level. If properly revised
and adopted, it could establish a transpa-
rent, accountable, and secure framework
for firearm ownership - one that addres-
ses Ukraine’s urgent post-conflict realities
while aligning with its international obli-
gations under European and global arms
control regimes.

However, in its current form, the draft
remains largely declarative and structu-
rally fragmented. Without the full incor-
poration of key international standards -
particularly those enshrined in Directive
(EU) 2021/555 - it risks being ineffective
in practice and disconnected from the

URL: https://zakon.rada.gov.ua/laws/show/4651-
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evolving demands of national and interna-
tional security. To transform the draft into
a robust and future-oriented legal instru-
ment, several core principles must guide
its refinement.

These include: institutional transpar-
ency and public accountability; the estab-
lishment of a centralized, electronic Uni-
fied State Firearms Register with real-time
access and interoperability; mandatory
marking and digital traceability of all es-
sential firearm components; preventive
control mechanisms based on rigorous in-
tegrity screening, periodic license renewal,
and enforceable storage standards; and full
harmonization with EU and UN norms re-
garding classification, cross-border move-
ment, and international cooperation.

Crucially, the law must also recognize
forensic examination - not only ballis-
tic and technical, but also genomic - as
a structural pillar of effective firearms con-
trol. In the aftermath of Russia’s full-scale
invasion, Ukraine faces an unprecedented
volume of weapons in civilian circulation,
many of which have returned from the
frontlines without proper documentation.
This has created serious risks of smuggling,
illicit modification, and criminal misuse.
In this context, forensic science - parti-
cularly forensic genomic analysis - has
become indispensable. It enables the iden-
tification of individuals who have handled
or discharged a weapon, the detection of
biological traces on firearms and ammuni-
tion, and the matching of genetic profiles
with national and international databases.
These capabilities significantly enhance in-
vestigative capacity and support the prose-
cution of organized crime, terrorism, and
war crimes.

Yet, Ukraine’s current legal framework
does not provide for the systematic use of
forensic data in administrative firearms
control. While the Law of Ukraine «On
Forensic Examination» and the Criminal

Procedure Code regulate the use of expert
analysis in criminal proceedings, they do
not extend to registry integration or pre-
ventive monitoring. This legal fragmenta-
tion undermines coherence, operational
effectiveness, and compliance with inter-
national standards. By contrast, global in-
struments such as the UN Firearms Pro-
tocol, the Arms Trade Treaty, and the UN
Programme of Action on Small Arms and
Light Weapons emphasize the importance
of traceability, identification, and informa-
tion exchange - functions that inherently
rely on forensic expertise.

Therefore, Draft Law No. 5708 must
evolve beyond a domestic regulatory ins-
trument. It should become a strategic tool
of legal modernization, external account-
ability, and democratic resilience. Its re-
finement is not merely a legislative task - it
is a vital investment in Ukraine’s secure,
lawful, and European future.

KpuMiHA/IbHO-TIPABOBUIT AHATII3
3aKOHONPOEKTY PO IIPABO
Ha IPOMAa/ISTHCHKY 30P0I0 B KOHTEKCTi
€BPONENCHKUX IPABOBUX CTAHAAPTIB

Hamauania ®Pininenxo,
Aaexcandap Ieanosuu

30ilicHeHO KOMMAGKCHULL KPUMIHAALHO-
npasosuil aHai3 3aKOHONPOEKMY Npo Npago
Ha UUBLALHY 60zHenaavry 36poto (Ne 5708)
3 AKUeHMOoM Ha 11020 Yy3200H4eHOCML 3 MidCHA-
POOHUMU NPABOSUML CMAHOapmamu, 30Kpe-
Mma nonoxcenuam Jupexmusu (€C) 2021/555
npo KOHMpoav 3a HAGYMMmam i 80A00IHHAM
802HENANLHOI0 30pOEt0. 3AKOHONMPOEKM PO3-
2AAHYMO Kpi3b NPU3MY 2ApMOHI3AYIL 3aKO-
H00Aa8CMBa 3 0XOM/AeHHAM NPABOBOeO pezyio-
BaMHA 34 MAKUMU OCHOBHUML HANPAMA-
MU, AK MAPKYBAHHS UYUBLALHOL B0ZHeNANb-
Hol 36poi, eedenHs peecmpis, 3abe3neueHns
npocmenicysanocmi pyxy 36poi Ha ecix ema-
nax ii HMummesoeo YUKy, opeanizauis o6-
MIiHY THGOPMAYIEID MINC YNOBHOBANCEHUMU
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opeanamu, sumozi 0o ymog 30epizanus 36poi,
Npasosi Mexanismi KOHMpoa 3a OUuCmaw-
YiliHuM npodaxcem 30poi, a maxodx obmedxtceH-
Ha docmyny 00 OKpeMux Kamezopiil 8ocHe-
naavHoi 36poi. Ocobausy yeazy akueHmogaHo
Ha poai cydosoi excnepmu3u ma KpUMiHaAb-
HO020 mNpogadiceHHs 8 3abe3neueHHi 0Oiego-
20 KOHMpoaio 3a 00izom 602HenaAbHOL 30poi.
B yKkpaiHcbkomy 3aKoH00ABCMBL BUSB/1EHO
p0o36iscHOCMI 11 HeJOATKL CIPYKIMYPU, 140 YHe-
MOJHCAUBAIOIOMY 11020 2APMOHI3AYII0 13 3AKO-
Hodagcmeom €sponeiicvkozo Cow3y. Hasede-
HO apzyMeHmu HA KOPUCTL YIAeCNPAMOBAHUX
3MIH 044 NIOBULEHHS PIBHS Y3200%4CeHOCTI pe-
/eBAHMHUX HOPMAMUBHO-NPABOSUX AKMIS.
3 02120y Ha 3a2anvHUll 6e31eK08UIL KOHTEKCIT
TI080€HH020 nepiody YkpaiHu eapmoHizayiio
3aKoH00asecmea po3eAsHymo K HeobXiOHy
niepedymogy peanizauii 30608’13aHb YkpaiHu
8 medicax Yzoou npo acoyiayito 3 €C, nocmyno-
801 10pUdUYHOL KOHBep2eHUil ma 8npoeadiceH-
HA 810N08I0HUX THCMUMYUITIHUX pedpopM.

Katouoei caoga: saxononpoekm Ne 5708;
YUBLAbHA B02HENAAbHA 30pOs; MINCHAPOO-
Hi cmandapmu; Jupekmuea €C 2021/555;
2apMOHI3AUISL 3aKOH00a8cmea; KOHMpoab 3a
obicom 36poi; besnexa; cydosa excnepmusd;
KpUMIHAAbHE NPO8ADKHCEHHSL.

diHaHCYBaHHA

Lle mocmifyKeHHS He OTPUMAJIO XKOLHOTO
CIIeLiaIbHOTO I'PAHTY Bif (PiHAHCOBUX YCTAHOB
y AepKaBHOMY, KOMepLiHHOMY

ab0 HEKOMEPLIITHOMY CEKTOpax.

BigmoBa BiJ BiAIOBiZaIbHOCTI

3aCHOBHUKU He I'PaJIU XKOAHOI POJIi

y po3pobJIeHHi oCTiPKeHHs, 00UpaHHi

1 aHaTi3yBaHHI JaHUX, PillleHHi

po my6sikaniio abo miAroToBKy PpyKOIIHCY.

VuyacHuku

ABTOpU 3p006MIIK CBill BHECOK BUHSITKOBO

B IHTeJIeKTyaJIbHY AVCKYCIIO, III0 € OCHOBOIO
IIbOT'O ZIOKYMEHTa, JOCIi/PKeHHs CYZL0BOI
[IPaKTUKU, HAIIKCAHHS Ta PeAaryBaHHs,

i GepyTp Ha cebe BiJIIOBIANTbHICTD

32 ii 3MIiCT i T/IyMadeHHS.

Jexnapanisa mozo KoHQUIiKTY iHTepeciB
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